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COURSE

COURSE OBJECTIVES

ABOUT THE COURSE

PARTICIPANTS

DURATION

KEY TOPICS

On completion of the course, the participant will:
Understand the significance of safeguarding organisational data and 
information in the light of possible threats – external and internal
Learn about the objectives and scope of ISO 27001 Standard in respect of 
(Information Security Management System) ISMS
Acquire greater awareness of the underlying risks and receive exposure to 
typical measures to mitigate the risks within one’s own organisation
Be able to assess and manage the security policies and processes of the 
organisation
Be able to carry out internal as well as external Information Security audits
Function as an e�ective member of the auditing team which will contribute to 
enhancement of the organisation’s information security in line with the Standard
On completion of the course, the participant will be able to understand 
and apply the knowledge gained to in carrying out Internal Audit.

One of the most vital resources of any organisation is the information held 
within the company – technical, financial, etc., which could be in the paper 
format or digitally stored in electronic devices.

In today’s world, there is a strong need – at all levels – for safeguarding 
organisational information against risks posed by people as well as 
technologies. This course helps in developing such awareness and 
introduces participants to the provisions of the Standard, ISO 27001. 

Managers, o�icers and sta� who are committed to enhancing the information 
security of their organisations- in the light of the Standard ISO 27001.

Two days

Information Security Background, Concepts & Principles
Requirements of ISO27001:2013 Standard
Roles, Responsibilities & Auditing Principles for an Auditor
Assets Identification & Management
Risk Assessment & Annex – A Controls  
Internal Audit Reporting (Plan, Execute, Report, Record, Follow-up, Closure)
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